VULNERABILITY ASSESSMENT AND AUTHENTICATION OF A 
COMPUTER BY A LOCAL SCANNER 

5 RELATED APPLICATION 

The present application is related to U.S. Patent Application Serial No. 
09/607,375, filed on June 30, 2000, entitled "Method and Apparatus for Network 
Assessment and Authentication," which is fully incorporated herein by reference. 

1 0 FIELD OF THE INVENTION 

The present invention relates to network security for distributed 
computer systems and, more specifically, to granting computer services based upon a 
local vulnerability assessment of a computer by a browser-based scanner operating on 
that computer. 

15 

BACKGROUND OF THE INVENTION 

While the open network architecture of the Internet permits a user on a 
network to have access to information on many different computers, it also provides 
access to messages generated by a user's computer and to the resources of the user's 

20 computer. In fact, there are persons who attempt to use knowledge regarding the 
operations of the protocol stack and operating systems in an effort to gain access to 
computers without authorization. These persons are typically called "hackers." 
hackers present a significant security risk to any computer coupled to a network 
where a user for one computer may attempt to gain unauthorized access to resources 

25 on another computer of the network. For example, an employee may attempt to gain 
access to private and confidential employee records on a computer used by the human 
resources department of an employer. 

The present invention solves the security compromise problem by 
using services provided by a scanner operable with a Web-enabled browser for the 

30 invocation and execution of scans and risk assessment. The invention can accomplish 
this desirable objective using a browser-based tool to scan the user's workstation for 
evidence of a security compromise or a vulnerability. 
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SUMMARY OF THE INVENTION 

The disadvantages of the prior art are overcome by the present 
invention, which can complete a local scan of a workstation upon installation of a 
browser-based scanner provided to the workstation by a remote server via a 
distributed computer network. A remote server receives a request for an on-line 
scanner from a browser operating on a workstation connected to a computer network. 
In response to receiving the scanner via the network, the browser installs the scanner 
at the workstation to support the completion of vulnerability assessment scans within 
the local operating environment of the workstation. Using this local scanner, the 
browser can perform a scan of the workstation and its operating environment and 
generate a scan results report for presentation to the user or a system administrator. 
The browser also can transmit the scan results to the remote server for archival 
storage and subsequent reporting. In one aspect of the invention, the browser can 
attempt to address an identified security risk by implementing a repair solution or 
"fix of the workstation." 

In view of the foregoing, it will be understood that the present 
invention can deploy a scanning tool from a remote server to a browser-enabled 
workstation to support a local assessment of the vulnerability of a workstation 
coupled to a computer network. This scanning tool can operate within the browser 
environment to complete a scan of the workstation and to generate workstation 
credentials. The advantages and implementation of the present invention will be 
described in more detail below in connection with the detailed description, the 
drawing set, and the attached claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram illustrating the primary components of a 
network security system, including a local workstation assessment service on a 
workstation, in accordance with an exemplary embodiment of the present invention. 

Figure 2 is a diagram showing interactions between a browser and a 
Web server in a Web-based security system in accordance with an exemplary 
embodiment of the present invention. 

Figure 3 is a diagram illustrating interactions between a browser and a 
Web server in a Web-based security system using a scanner operating within a 
browser environment on a workstation in accordance with an alternative exemplary 
embodiment of the present invention. 



DETAILED DESCRIPTION OF THE EXEMPLARY EMBODIMENTS 

In environments where computers are shared, users want an assurance 
that the computer they are accessing is secure, before completion of the log-in 
5 operation. For an exemplary embodiment, a local scanner can complete a 
vulnerability assessment of the workstation and provide the scan results to the user or 
to a system administrator. If the local scanner finds a vulnerability, a local process 
can inform the user that the machine is or may be compromised, or repair an 
identified vulnerability. The local scanner can be implemented as a plug-in or a 

10 control for operation with a browser operating on the workstation. For example, the 
local scanner can be implemented as an ActiveX control maintained at a Web server 
available for download to a workstation in response to a network request transmitted 
by a browser operated on the workstation. Once installed, the ActiveX control can 
operate in tandem with the browser to perform a vulnerability assessment of the 

1 5 workstation and to generate a report identifying the scanned results. 

For another exemplary embodiment, the results of the local host 
assessment can be provided to a network server prior to the delivery of the requested 
network service to the workstation. For example, a local scanner operating in tandem 
with a browser on the workstation can complete a vulnerability assessment of the 

20 workstation and supply the scan results to the browser installed on workstation. In 
turn, the browser can transmit the local scan results to the network server via the 
computer network for evaluation by the network server. Performing a vulnerability 
assessment at the local level of the workstation allows a network server to determine 
whether the workstation is a "trusted" platform from which to accept network service 

25 requests. If the vulnerability assessment shows that the computer is compromised, or 
if the possibility of remote compromise is high, the network server can deny service 
to the workstation. Optionally, the network server can distribute a vulnerability 
assessment tool via the computer network to repair the vulnerability of the 
workstation. 

30 Turning now to the drawing set, in which like numbers reference like 

elements, Fig. 1 illustrates a client-invoked vulnerability assessment of a workstation 
in which the workstation credentials are generated locally at the workstation. In other 
words, the vulnerability assessment is invoked at the client and the assessment is 
completed by a local workstation assessment service on the workstation. Workstation 

35 credentials typically include information about the current integrity of the workstation 



and the security posture of the workstation. For example, security posture can include 
data that indicates the potential for the workstation to be compromised by an 
unauthorized user or service. As shown in Fig. 1, an exemplary network security 
system 100 comprises a workstation 115 operating a local workstation assessment 
5 service in a network environment including a distributed computer network 125 and a 
network server 120. A client application 130 retrieves workstation credentials, 
typically including workstation integrity information and workstation security posture 
information, from the local workstation assessment service 135 on the workstation 
115. The local workstation assessment service 135 generates the workstation 

10 credentials by completing a local vulnerability examination of the workstation 115. 

The client application 130 can present the results of the local scan 
assessment, namely the workstation credentials, to the user. This allows the user to 
compare the scan assessment results to a workstation security policy to determine the 
extent to which the workstation 115 complies with that security policy. In the event 

15 that the local workstation assessment service 115 detects a vulnerability, the client 
application 130 can present to the user the recommended course of action to repair the 
detected vulnerability. The client application 130 can be implemented by a browser, 
such as the "INTERNET EXPLORER" browser marketed by Microsoft Corporation, 
and the local workstation assessment service 135 can be implemented by a scanner 

20 plug-in or control for installation at the browser. For example, the local workstation 
assessment service 135 can be embodied by an ActiveX control available for 
download from the Web server for use with the browser operating on the workstation 
1 15 to complete local scan operations. The plug-in or control operates in tandem with 
the browser to complete a scan of the workstation and its environment and to generate 

25 scan results. 

The client application 130, which also resides on the workstation 115, 
can present the local scan results to a network service 140 on the network server 120. 
The network service 140 can store the local scan results of the server 120 to create an 
archival record of the vulnerability assessment of the workstation 115. The network 

30 service 140 can also decide whether to provide service to the workstation 1 15 via the 
network 125 based on workstation credentials, namely the local scan results. 
Specifically, the network service 140 completes this decision-making process by 
evaluating the workstation against a workstation security policy. This allows the 
network service 140 to determine the extent to which the workstation 115 complies 

35 with its security policy. The network service 140 typically uses a policy compliance 
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measurement to decide what, if any, service level to be the supplied to the workstation 
115. In the alternative, the network service 140 can transmit a vulnerability 
assessment tool to repair the vulnerability of the workstation 115. 

An exemplary process 200 for a Web-based authentication service 
5 relying upon browser-based technology is shown in Fig. 2. Turning to Fig. 2, the 
process 200 is initiated by a browser 205, operating on a workstation coupled to a 
computer network. The browser 205 issues a request to a network server, such as a 
Web server 210, via a distributed computer network, such as the Internet or a 
corporate intranet. Responsive to the request, the Web server 210 transmits a 
10 workstation assessment agent, which may be a "JAVA" applet, ActiveX control, 
browser plug-in, or other Web-based executable content, to the Web browser 205 in 
response to the request. Once installed at the browser 205, the workstation 
assessment agent generates workstation credentials based on a local examination of 
~: the workstation. For example, if the workstation assessment agent is implemented as 

m . 15 a browser plug-in, also described as an authentication plug-in, the plug-in operates 
2 within the browser environment to complete a scan of the host computer. The results 

g of this vulnerability scan represent workstation credentials. For the representative 

H= example shown in Fig. 2, the workstation assessment agent is implemented by a 

" browser plug-in 205'. 

Q 20 The workstation assessment agent, i.e., the browser plug-in 205\ 

jrf transmits the workstation credentials to the Web server 21 0 via the computer network. 

Io An application on the Web server 210, typically a CGI 215, compares the workstation 

2 credentials to a workstation security policy to decide whether the workstation is 

secure. Service by the Web server 210 is allowed if the CGI 215 determines that the 
25 workstation is secure and the Web server 210 authenticates the user. If the CGI 215 
decides to continue, and the Web server 210 has not already authenticated the user, 
the server may begin the user authentication process. There is a benefit to 
authenticating the user after completing a vulnerability analysis of the workstation - it 
is more difficult for an intruder to steal a user's credentials if the intrusion is detected 
30 and the user authentication process is terminated before the user presents their 
credentials. 

Table I provides an overview of the primary network service 
authentication tasks completed for the Web-based operating environment of a 
workstation assessment agent operating on a workstation and a Web server, as shown 
35 in Fig. 2. The workstation assessment agent completes vulnerability assessment tasks 



and transmits the assessment results to the Web server. In turn, the Web server 
determines whether to provide a network service to the workstation based on the 
assessment results. 

Table I 

1. The user of a workstation requests a log-in 
page from a Web server, typically by clicking a button or 
link on a Web page to begin the authentication process. 

2. A browser, operating at the workstation, 
loads a log-in page or a host authentication page from the 
Web server. The host authentication page typically 
contains a browser plug-in representing a workstation 
assessment agent. 

3. The browser plug-in performs a host 
assessment scan of the workstation. 

4. The browser plug-in sends the scan results 
from the browser via a secure link to a CGI script on the 
Web server. 

5. The CGI script uses the scan results to 
decide whether to grant the workstation access to a network 
service at the Web server. 

6. If the workstation is granted access, the CGI 
script redirects the browser to the next step in the 
authentication process, namely user authentication. If the 
workstation is denied access, the CGI script redirects the 
browser to a page that explains to the user why the 
workstation cannot be granted access to the Web server. 
This page also describes what the user can do to bring the 
host into compliance so that access will be granted. 

The exemplary Web-based process shown in Fig. 2 is supported by two 
separate components: (1) the browser plug-in 205' that performs the workstation 
assessment in connection with browser operations; and (2) the CGI script 215, which 
evaluates the workstation credentials generated by the asessment and determines 
whether the host satisfies authentication requirements. The browser plug-in and the 
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CGI script are representative embodiments of software routines that operate on the 
workstation and the Web server, respectively. The workstation assessment service is 
provided by the browser plug-in and implemented by a variety of different software 
routines, including a Java applet or an ActiveX control. Likewise, the network 
5 service implemented by the CGI script can be implemented by other conventional 
Web-based executable software programs. Consequently, it will be understood that 
the present invention is not limited to a particular Web-based implementation, such as 
the representative exemplary embodiment illustrated in Fig. 2. 

The workstation assessment agent, implemented as a browser plug-in 

10 205', has three main functions: host assessment; communication of workstation 
assessment results; and reporting workstation assessment results. The host 
assessment is completed to determine whether the workstation is compromised. The 
browser plug-in 205' runs a series of checks or exploits, each looking for a particular 
security risk. Each check generates a scan result, which indicates whether a 

15 vulnerability risk is present at the workstation. The browser plug-in 205' then 
prepares assessment results for transmission to the Web server. 

The browser plug-in 205' communicates the assessment results to the 
CGI script 215 operating on the Web server 210. This communication is preferably 
completed in a secure manner, between the workstation and the Web server, so that 

20 results cannot be intercepted by a third party. The communication also should be 
secure in such a way as to prevent the transmission of false information to the CGI 
script 215. This can be accomplished by the use of authentication or encryption 
technologies 

For example, the communication between the browser plug-in 205' and 
25 the CGI script 215 can be completed by sending an HTTPS GET request with 
vulnerability assessment results stored as parameters of the GET request. The 
browser plug-in 205' can generate a URL that uses HTTPS for confidentiality and 
contains the scan results as parameters. These parameters can be obfuscated by using 
shared secret encryption to prevent reverse engineering of the communications 
30 channel and to insure transmission only to appropriate servers. 

The CGI script 215 receives scan results from a Web-enabled client 
and decides, based on the results, whether to continue the authentication process. The 
script 215 responds to the scan results by redirecting the Web client, i.e., the 
workstation, to one of two different Web pages based on this decision. If the script 
35 215 decides to allow authentication to continue, it redirects the browser 205 to a page 



that continues or completes the log-on process. If the script 215 decides to deny 
access, it redirects the browser 205 to a page that explains that service is denied, why 
access is denied, and what can be done to obtain access to the requested service. 

The CGI script 215 is preferably capable of receiving encrypted data 
5 comprising scan results from the browser plug-in 205', decrypting the data, and 
making a decision based on the results. The script 215 can assign a score to each 
different vulnerability identified by the browser plug-in 205'. When all results are 
received from the browser plug-in 205', the script 215 calculates a total score by 
adding the score assigned to each vulnerability. The total score is then compared by 
10 the script 215 against a maximum allowable score. If the total score is less than or 
equal to the miaximum allowable score, authentication is allowed to proceed. If the 
total score is greater than the maximum allowable score, access by the workstation to 
„ the Web server 2 1 0 is denied by the script 215. 

The Web-based design illustrated in Fig. 2 requires the server to 
Oj 1 5 decide, based on security assessment information from the client, whether or not to 

grant access, or to possibly grant restricted access to a client workstation. In the 
O alternative, the client can make that decision, given sufficient decision-making 

E information at the workstation or received from the server. For example, a browser 

s operating on a workstation can issue a request for a log-in page to a network server, 

y 20 In response, the network server can transmit the log-in page, an authentication plug- 

H ; in, and a workstation policy to the workstation via the computer network. The 

-JO authentication plug-in is installable within the browser and operative to generate 

S workstation security credentials by completing a vulnerability assessment of the 

workstation to identify security vulnerabilities that would compromise the secure 
25 operation of the workstation on the computer network. The workstation security 
credentials can be compared to the workstation policy on the workstation to determine 
whether the workstation should be granted access to a software service of the 
network. 

In many web service contexts, the result of a decision-making process 
30 for determining whether to grant access by a client to a network service can be 
expressed as making a choice between URLs. If the decision comes out one way, the 
browser points to one URL. If it comes out another way, the browser points to a 
different URL. This can be accomplished on the server side by instructing the client 
to submit scan information to the server, and having the server redirect the client to 
35 the appropriate URL after making the service access decision. 



In the past, a local host scanning device has typically been 
implemented as an installable, executable program that uses services provided by the 
operating system on a workstation for the completion of vulnerability assessment 
scans. In contrast to the prior art, the present invention operates within the 
5 environment of a browser on a workstation to complete vulnerability assessments of 
the workstation and its operating environment. In an alternative exemplary 
embodiment, a browser operating on the workstation can request a scanner from a 
Web server via a computer network. The Web server transmits the scanner to the 
browser via the computer network for installation at the local workstation, otherwise 
10 described as a client computer. The scanner is a browser-based program that can be 
downloaded from a remote server to a browser-compatible workstation to complete 
local vulnerability assessments without the use of operating system services. Upon 
^ installation at the browser, the scanner can complete vulnerability assessment 

jj operations and generate a report describing the scan results. The scan results can be 

Sj 15 presented to the user or to a system administrator responsible for resources of the 

i's'l 

Tfz computer network coupled to the workstation. The scanner also can attempt to repair 

Q an identified security risk. Vulnerability assessments and repair operations are 

w m completed within the Web-enabled browser environment. 

s Turning now to Fig. 3, an exemplary browser-enabled operating 

*2 20 environment 300 comprises a workstation with a Web-compatible browser 305 and a 

£1 Web server 310, each coupled to a computer network (not shown), such as the global 

Internet or a corporate intranet. To initiate installation of a scanner, the browser 305 
5J transmits a request via the computer network to a network server, such as the Web 

server 310. The Web server 310 typically publishes a Web page that hosts the 
25 scanner for download to a requesting workstation. For an exemplary embodiment, the 
scanner is packaged as an ActiveX control for operation within an ActiveX- 
compatible browser, such as Microsoft's "INTERNET EXPLORER" browser 
program. For example, the scanner can comprise an ActiveX control DLL and a data 
file comprising vulnerability descriptions, both packaged within a .CAB file. 
30 Alternative embodiments of the scanner can include a JAVA applet, a browser plug- 
in, or another Web-based executable tool. 

The browser 305 can download the scanner by accessing an OBJECT 
tag at the control hosting page published by the Web server 310. The OBJECT tag 
typically comprises a class identifier (ID) for an ActiveX control and a uniform 
35 resource locator (URL) to the online scanner program (.CAB file) containing the 



ActiveX control. The scanner program typically includes a current version identifier 
for the ActiveX control. The browser 305 preferably uses the current version of the 
ActiveX control to support online scan operations within the browser environment of 
the workstation. If an ActiveX control with the specified class ID has been installed 
at the workstation, the browser can compare the version number for that ActiveX 
control to the version number specified by the OBJECT tag. If the version number in 
the OBJECT tag represents a more recent version of the ActiveX control, then the 
browser can download the current version of the ActiveX control to deploy the online 
scanner. If, on the other hand, the version number for the currently installed ActiveX 
control is the same as or less than the OBJECT tag, then the browser should not 
download a new copy of the ActiveX control. This functionality is supported by 
Microsoft's "INTERNET EXPLORER" browser and is used by the exemplary 
embodiment to operate an online scanner within the browser environment of the 
workstation based upon the current version of the appropriate ActiveX control. 

In response to the deployment request, the control hosting page at the 
Web server 310 transmits the online scanner to the browser 305 at the workstation via 
the computer network. Upon completing the download operation, the browser 305 
can use "Authenticode" technology to verify the identity of the publisher of the 
ActiveX control for the scanner and to query the user whether the scanner should be 
installed as part of the browser operating on the workstation. As known to those of 
skill in the art, Authenticode technology comprises a special signing key and the 
signing of either the ActiveX control or the .CAB file representing the scanner. This 
signing key must, in turn, be signed by a trusted third party to support a secure 
installation of the scanner at the browser 305. For example, Verisign can provide a 
code-signing key to sign the ActiveX control of the scanner program. Upon 
downloading the scanner, the browser 305 can query the user as to whether the user 
wishes to download an ActiveX control published by a publisher having an identity 
verified by Verisign. 

Upon completion of the installation operation, the browser-compatible 
scanner 305' can complete vulnerability assessments of the local workstation and its 
operating environment. The scanner 305' can generate a report in response to 
completing vulnerability assessment scan operations. The scanner 305' typically 
presents this report to the user or to a system administrator for the computer network 
coupled to the workstation. For example, the scanner 305' can display the scan results 
as a report published in the form of a HYPERTEXT MARKUP LANGUAGE 



(HTML) page published at the workstation. The scanner also can transmit the results 
using the HTTP or HTTPS protocol to a remote server, such as the Web server 310 5 
for archival storage and to generate subsequent reports. The scanner 305' can support 
this transmission of scan results via the computer network based upon a browser- 
5 supplied application programming interface (API). 

For an exemplary embodiment, the scanner 305' also can attempt to 
repair security risks identified by the vulnerability assessment report. In the 
alternative, the scanner can identify a repair solution in the report presented to the 
user or to the system administrator. It will be understood that an optional scanner 
10 operation is the transmission of scan results via the browser 305 to another server 
connected to the computer network. 

Significantly, the present invention supports the distribution and 

_ execution of a vulnerability assessment tool within a browser operating at a 

o 

,n workstation coupled to a computer network. Although this online scanner is typically 

j|j 15 supported by Microsoft's ActiveX control technology, it will be understood that 

alternative Web technologies can be used to implement the online scanner, including 
O Sun's "JAVA" language or other Web-deployed technologies, such as "JavaScript", 

^ VBScript, and Macromedia's "Shockwave" technologies. Rather than install a 

s software program for operation with the operating system of a workstation, the 

= 20 present invention can support a vulnerability assessment of the workstation and its 

£1 operating environment via a Web-enabled browser. This enables the scanner to be 

O installed on a central server for deployment to multiple workstations via a browser 

^ operating on each workstation. 

In view of the foregoing, it will be understood that the present 
25 invention also provide a Web-based system for completing local scan assessments of 
a workstation in connection with the operation of a browser running on that 
workstation. The scanner can be downloaded to the workstation from a Web server 
and installed as a plug-in or control within the browser environment of the 
workstation. The scanner can complete a local scan of the workstation and its 
30 operating environment and generate workstation assessments results for presentation 
to the user or delivery to a network server. 

The above-described embodiments are presented as illustrative 
examples. Although the preferred operating environment for the present invention is a 
Web-based computing environment, such as the Internet, those skilled in the art that 
35 the present invention is operable within other forms of distributed computer networks, 



such as local area or wide area network. It will be readily appreciated that deviations 
may be made from the specific embodiments disclosed in this specification without 
departing from the invention. Accordingly, the scope of this invention is to be 
determined by the claims below rather than being limited to the specifically described 
embodiments above. 



